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Abstract 

 

In this paper, we investigate into people’s willingness to sell their social media data and 

into personal characteristics associated with the willingness to sell. The study was 

conducted as an experiment in the laboratory and is the first one to analyze people’s 

willingness to sell their entire Facebook data package. A sample of 174 student 

participants downloaded their Facebook data.  The participants were invited to sell 

their data package to the research team in exchange for 10 Swiss Francs (approx. 10 US 

Dollars) in the form of a take-it-or-leave-it offer. 66% of the study participants sold 

their social media data. We show that people’s willingness to sell their social media data 

for small rewards is generally high, yet lower for those people holding high levels of 

privacy concern. 

 

 

1. Introduction 

Social network sites constantly expand their user base by promising people free social 

connectedness. Although some users know, or at least guess, that they are in fact paying for 

the service with their personal data, the actual mechanisms through which social network 

providers monetize user data remain a mystery to most. Against the backdrop of a chronic 

lack of information concerning the use of their data on the users’ side, researchers started 

exploring how people value their social media data and found evidence of a high willingness 

to sell data for small rewards (Benndorf & Normann, 2014; Steinfeld, 2015). 

Research questions related to people’s willingness to sell personal data had been 

asked before, yet few studies focused specifically on social media data. This study is the first 

one to analyze people’s willingness to sell their entire Facebook data package. We ran a 

laboratory experiment and made use of a Facebook feature that allows users to download a 

complete record of their data stored by the social network site. We offered to buy this data 

from the study participants in exchange for a 10 Swiss Francs take-it-or-leave-it offer. We 

additionally asked for the personal attributes of participants using a questionnaire (see 

Appendix). 

Our study contributes to the literature on the willingness to sell personal data by 

eliciting the value that people attach to especially sensitive social media data. We also extend 
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the existing literature by investigating into the personal attributes of those willing to sell their 

data. Our study results are relevant to public and private stakeholders who are interested in 

increasing people’s willingness to share their personal data. 

 

2. Literature review 

2.1. The value of data 

People’s willingness to sell their personal data in general, and social media data in 

particular, is discussed in the economics of privacy. The economics of privacy field focuses 

on cost-benefit calculations of individuals when deciding on whether to disclose their 

personal data (Jentzsch et al., 2012). On social media websites, which use a business model 

where a service is offered in exchange for the users’ personal data (Hoofnagle & Whittington, 

2014), the cost side of these calculations reflects the value people attach to their personal 

information.  

However, personal information is fundamentally different from typical economic 

goods, making it difficult to assess its value. The value of personal information is highly 

subjective and, even if the data is sold, the information remains invariably linked to its 

original owner (Papacharissi & Gibson, 2011). In addition, the value of personal data depends 

on how the business processing it decides to monetize it and whether its value is enhanced 

by merging it with other data sets purchased elsewhere. In the case of Facebook, the company 

raises revenue by selling users’ personal information to third parties willing to advertise their 

products on the social network site. At the same time, Facebook’s acquisition of Instagram 

represents a classic case of value enhancement through data merging (Hoofnagle & 

Whittington, 2014). 

Numerous empirical studies have tried to uncover the value people attach to their 

personal information and the conditions under which they are willing to sell it. Various 

experimental designs have been employed, focusing on different types of personal data. 

In a study by Athey et al. (2017), an overwhelming majority of the participants gave 

away their friends’ email addresses in exchange for a pizza. In an online shopping scenario, 

39 of 42 study participants gave away their date of birth and information about their income 

for a discount of 1 Euro (Beresford et al., 2012). Similarly, 19 out of 21 participants in another 

study sold their responses to a knowledge and logic quiz, as well as information about their 

weight, for 1 US Dollar or less (Grossklags & Acquisti, 2007).  
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As far as Facebook data is concerned, 70% of the people contacted in a virtual world 

environment granted researchers access to their Facebook profile and thus revealed their 

offline identity for as little as 1 US Dollar. However, only 46% of the revealed profiles were 

authentic, indicating high use of deception as a privacy protection strategy (Steinfeld, 2015). 

In the study that comes closest to our approach, Benndorf and Normann (2014) asked the 

study participants to sell different types of personal information to a telecommunication 

company for marketing purposes. The amount of money to be received by the participants in 

exchange for their data was set through an auctioning system. 88% of the participants sold 

their contact details for an average of 15 Euros, 85% of the participants sold a non-

anonymous digital copy of their «About» section of their Facebook profile for an average of 

18 Euros and 80% sold a copy of their non-anonymous Facebook timeline for 19 Euros on 

average. In addition, the Benndorf and Normann (2014) study revealed that people are willing 

to accept less money for their data in a take-it-or-leave-it setting compared to a more complex 

auctioning system. 

In this paper, compared to Benndorf and Normann (2014), we analyze people’s 

willingness to sell not just a section of their Facebook profile, but their entire Facebook data 

package, including information such as private messages. The entity buying the data and the 

purpose for which the data would be used once sold are also different. In our scenario, the 

researchers are the ones buying the data from the study participants, for research purposes. 

Lastly, in order for the transaction (data in exchange for money) to be as realistic as possible, 

we opt for a take-it-or-leave-it offer. When real-world companies buy user data, they 

generally use a lump sum payment and not sophisticated auctioning mechanisms. For 

example, back in 2019 Facebook was offering users up to 20 US Dollars to install an app that 

would track their phone and web activity (Constine, 2019).  

 

2.2.Willingness to sell social media data and personal attributes 

An analysis of whether people are willing to sell their social media data would be 

incomplete without an inquiry into the personal attributes of those willing to sell their data. 

The current section presents evidence from the literature on personal attributes associated 

with a higher willingness to share personal information in general and to sell social media 

data in particular. 

One personal attribute identified in the literature as an important predictor of the 

willingness to sell personal data is privacy concern. Previous studies found that people are 

highly concerned about the privacy of the information they post on social network sites 
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(Acquisti & Gross, 2006; Fogel & Nehmad, 2009; Taddicken, 2014). However, there is 

extensive evidence of the fact that, even though people claim to be concerned about data 

privacy, they continue to reveal personal information (Acquisti & Gross, 2006; Barth et al., 

2019; Brown, 2001; Liu et al., 2011; Taddicken, 2014). This mismatch between people’s 

level of privacy concern and their actual behavior is refered to in the literature as the “privacy 

paradox” (Brown, 2001, p. 1). In the previously discussed study by Athey et al. (2017), the 

authors found that the privacy-sensitive participants were not less willing to sell their friends’ 

email addresses. In the Grossklags and Acquisti (2007) study, however, such paradoxical 

behavior could not be observed. The privacy concerned participants were requesting a higher 

payment in exchange for information about their IQ and number of sexual partners. 

A second personal attribute for which there is evidence that it might play a role is the 

privacy literacy level of the individuals facing the selling decision. Incomplete information 

about privacy protection strategies and technologies may result in under- or overestimations 

of the implications of privacy-related behaviors (Acquisti & Grossklags, 2005). The literature 

converges on the fact that people’s level of privacy literacy is rather low (Acquisti & Gross, 

2006; Jensen et al., 2005; Park, 2013) and, for example, only slightly higher for computer 

science students (Weinberger et al., 2017). Yet, the extent to which one’s level of privacy 

literacy can influence the willigness to share personal data remains controversial. On the one 

hand, Christofides et al. (2012) found that individuals who are more aware of the 

consequences of sharing personal information on social media actually share less 

information. On the other hand, Madejski et al. (2012) report that, even though they alerted 

their study participants to the fact that they were sharing more personal information on 

Facebook than they intended to, only 58% of the participants claimed that they planned to 

correct this. 

In addition, the literature also addresses variables related to one’s experience with 

using the internet. Dienlin and Trepte (2015) suggest that previous experiences of online 

privacy violations might influence privacy behaviors, yet they do not test this hypothesis 

empirically. Time spent online, although it could presumably increase one’s level of privacy 

literacy and thus drive a more protective behavior, was found by Steinfeld (2015) not to 

predict people’s willingness to sell access to their Facebook data. 

Lastly, as far as demographic variables are concerned, people’s willingness to sell 

personal data seems to be independent of age, gender, place of residence, or education level 

(Athey et al., 2017; Steinfeld, 2015). However, studies focusing not on selling, but on more 

general data sharing behaviors found that women tend to share less personal information 
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online (Christofides et al., 2012; Fogel & Nehmad, 2009). The implications of this finding 

for the willingness to sell social media data are difficult to anticipate. 

 

3. Hypothesis 

In order to empirically evaluate people’s willingness to sell their social media data, we 

conduct a laboratory experiment in which we offer to buy the study participants’ entire 

Facebook data package in exchange for 10 Swiss Francs. We want to find out how many of 

them accept the offer.  

As shown above, people have been found to be willing to sell personal information for 

rewards as small as a pizza (Athey et al., 2017), a 1 Euro discount (Beresford et al., 2012) or a 

prize of 1 US Dollar or less (Grossklags & Acquisti, 2007; Steinfeld, 2015). Given the findings 

of Benndorf and Normann (2014), we would expect that people are also willing to sell personal 

information from their social media account for small rewards. We thus hypothesize that a 

majority (i.e., more than 50%) of the study participants will sell their entire Facebook data 

package in exchange for 10 Swiss Francs (Hypothesis H). 

We also intend to explore whether there are any personal attributes associated with 

the willingness to sell. We focus on the main factors which the literature identified as relevant 

for privacy-related behaviors (see section 2.2.), namely: privacy concerns, privacy literacy, 

one’s experience with using the internet, and demographic variables. Since previous findings 

regarding the direction and extent to which these factors influence the willingness to sell 

social media data are scarce, our study has an exploratory character with respect to the 

relevance of personal attributes and does not test specific hypotheses. We seek to uncover 

potential relationships through correlation analysis. 

 

4. Experimental design 

Our study was run as a laboratory experiment in Zurich with student participants. To 

qualify for the study, participants had to be fluent in English and have an active Facebook 

account1 in their own name. We recruited an equal share of female and male participants. All 

participants were required to give their informed consent at the beginning of the study. 

Upon arriving at the lab, participants were informed that they were about to participate 

in a study on online privacy. The experimental session started with participants having to log 

 
1 By active Facebook account we mean an account which is older than one year and has at least 50 Facebook 

friends. 
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into their Facebook accounts on the lab computers and ask for their Facebook data to be 

prepared for being downloaded. While this took place, participants filled out a questionnaire 

(see Appendix) eliciting their privacy concerns, privacy literacy, experience with using the 

internet and demographic characteristics. If the data preparation process lasted for longer 

than 30 minutes, the respective participants had to quit the experiment. The participants for 

whom the data was ready within 30 minutes were instructed to insert a USB stick into the lab 

computer. The sticks were displayed in their original packaging and the participants were 

informed that they would take the sticks home at the end of the experiment. All lab computers 

had been set up so that the Facebook data packages would be downloaded straight onto the 

USB stick, thus ensuring that personal information would never land on the lab infrastructure. 

Participants were asked to download their complete Facebook data packages on their USB 

sticks2. The packages include, among others, all messages, comments and reactions the user 

had sent via Facebook, as well as all of the user’s pictures and personal information (email 

address, phone number, date of birth etc.), regardless of whether these are publicly shared or 

not. 

At the end of the experimental session, participants were told that they had the option 

to sell their complete Facebook data package to the researchers in exchange for a take-it-or-

leave-it amount of 10 Swiss Francs (approx. USD 10). The participants were informed that 

they are under no obligation to sell their data and that, should they sell it, the data would be 

appropriately encrypted, used only for research purposes by the investigators, and the results 

would only be published in anonymized form. Yet, the participants were also notified that, if 

they sell their data, researchers would be able to read their personal information and match it 

with their survey responses. Our selling procedure implied that the participants had to place 

the USB stick with the downloaded data in an envelope, seal the envelope, hand the envelope 

over to a lab assistant, and then receive the money in return. A lab assistant would check each 

USB stick before being placed in the envelope to make sure that participants do not delete 

the data from the stick before handing it in. 

 

 

 

 

 
2 Participants’ Facebook data also underwent a set of measurements as part of the experiment. Findings related to 

the amount of data study participants had on their Facebook profiles can be consulted in a separate publication by 

the authors. 
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5. Operationalization of variables 

5.1. Willingness to sell social media data 

We measure participants’ willingness to sell their entire Facebook data package by 

offering them a take-it-or-leave-it amount of 10 Swiss Francs in exchange for their data. 10 

Swiss Francs were, at the time this study was conducted3, the equivalent of 10 US Dollars, 

and could buy 1.6 lunches at the university cafeteria. The resulting variable is binary, coded 

with a value of “1” if the participant sold us their data package and “0” otherwise. For the 

purpose of testing Hypothesis H, we measure the proportion of “1” values. 

 

5.2. Privacy concern 

We operationalize privacy concern based on the survey by Hong and Thong (2013). 

We did not adopt the authors’ differentiation between commercial and governmental 

websites, but referred to websites in general (e.g. “I am concerned that when I give personal 

information to a website for some reason, the website would use the information for other 

reasons.”). We used 18 items in total, and the responses were coded on a seven-point Likert 

scale with labels running from 1 (strongly disagree) to 7 (strongly agree). Our overall 

measure for privacy concern of an individual is the average of all coded answers given by 

the participant to each of the 18 questions. All responses were weighted equally. 

 

5.3. Privacy literacy 

We operationalize privacy literacy using the Online Privacy Literacy Scale (Masur et 

al., 2017). The scale covers four dimensions (i.e., institutional practices, technical aspects of 

data protection, data protection law, and data protection strategies), each including 5 

questions. We used all of the original questions except for the ones on data protection law, 

which we replaced with equivalent questions reflecting the Swiss legislation. The privacy 

literacy score of a participant represents the number of his or her correct answers across all 

20 questions. All correct answers were weighted equally, so that the individual literacy score 

ranges between 0 and 20. We additionally measured the literacy score for each of the four 

dimensions mentioned above, following the same procedure as just described. Since each 

dimension contained 5 questions, the literacy score for a single dimension ranges between 0 

and 5. 

 

 
3 The experiment was run in March 2019. 
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5.4. Time spent online 

We account for the time participants spent online in the past using two different 

measures. The first one is the number of years of Internet experience, which the participants 

were asked to self-report. The second one is the frequency with which the study participants 

check their Facebook profiles. Here, we used a variable with six levels (from 1 - less than 

once a month  to 6 - a few times a day). The two indicators are featured separately in the 

analysis. 

 

5.5. Previous experiences of privacy violations 

The participants are asked to self-report their previous experiences of privacy 

violations by choosing one of the following response categories: no previous experiences, 

one previous experience, more than one previous experience, I don’t know. In the statistical 

analysis, these caterogies were coded as “0”, “1”, “2”, and “NA”, respectively.  

 

5.6. Demographic characteristics 

We measure participants’ age (numerical variable), gender (factor variable coded 1 

for women, 2 for men, and 3 for others), monthly income (factor variable with five levels), 

and educational level (factor variable with five levels). 

We additionally ask the participants to self-report their study field. We code these 

answers into a binary variable having a value of “1” for computer science students and “0” 

otherwise. Lastly, we operationalize participants’ region of origin using a variable with six 

levels: Africa, Asia, Europe, North America, South America, and Oceania. We ask the 

participants to self-report their nationality and use this information to assign them to one of 

the six levels. 

 

For the exhaustive list of survey questions and answering options, see the Appendix. 

 

6. Results 

198 students showed up for the experimental session. Out of these, 23 could not 

download their data because Facebook did not prepare it within the allocated 30 minutes. 

These participants had to quit the study. We additionally eliminated from the dataset one 

participant who reported to be under 18 years old, thus violating one of the ethical 
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requirements for taking part in experiments organized at the university. The remainder of the 

results section will therefore refer to a sample of 174 study participants. 

Table 1 presents summary statistics for the variables we measured during the 

experiment. As expected from a student sample, participants are young (22.9 years old, on 

average), have a relatively low income (90% of the participants have a monthly income of 

less than 2000 Swiss Francs per month), and are mostly high school and Bachelor’s Degree 

graduates. As mentioned before, we recruited an equal share of female and male participants. 

The sample was dominated by European citizens (74%). 9% of the participants were 

computer science students. Participants in our sample had extensive experience with using 

the Internet (11.8 years, on average) and were avid Facebook users, with half of the 

participants checking their Facebook profiles at least once a day. 

We found the study participants to hold moderately high levels of privacy concern. 

The average level of privacy concern across participants is 5.4, on a scale from 1 to 7. The 

participants’ level of privacy literacy varied across the four dimensions mentioned above. 

The participants hold fairly high levels of knowledge about technical aspects of data 

protection (on average 3.8 correct answers out of 5), data protection strategies (on average 

3.5 correct answers out of 5), and institutional practices (on average 3.2 correct answers out 

of 5). However, the participants had poor knowledge of data protection legislation (on 

average 1.8 correct answers out of 5). The average privacy literacy score of the participants 

across all four dimensions was 12.3 correct answers out of 20. 

66% of the 174 participants sold us their entire Facebook data package in exchange 

for 10 Swiss Francs. We thus cannot reject Hypothesis H. 

Table 2 shows the correlation matrix of the variables measured in our experiment, 

namely willingness to sell, privacy concerns, privacy literacy, number of years of Internet 

experience, frequency of Facebook use, previous experiences of privacy violations, and 

demographic variables. It turns out that there is a statistically significant negative correlation 

between willingness to sell and privacy concerns, meaning that fewer of the concerned study 

participants sold their data. Our evidence thus speaks against the existence of a privacy 

paradox when privacy behavior is operationalized as willingness to sell social media data. At 

the same time, study participants who often check their Facebook profiles sold their data 

more often than participants with lower checking frequencies. The correlation coefficient is 

statistically highly significant. Contrary to the findings of Steinfeld (2015), we found that 

more time spent on social media appears to be associated with a higher willingness to sell 

personal data. 
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Table 1: Summary statistics 

Variable Levels Frequency Mean St. 

Dev. 

Min Pctl 

(25) 

Pctl 

(75) 

Max 

Age  174 22.9 2.5 18 21 25 31 

Gender Female 86       

Male 87       

Other 1       

Income < CHF 1000 101       

CHF 1000-2000 56       

CHF 2000-4000 11       

CHF 4000-8000 5       

> CHF 8000 1       

Education High School 86       

Bachelor’s Degree 65       

Master’s Degree 20       

PhD 0       

Other 3       

Computer science as 

study field 

Yes 15       

No 159       

Region of origin Africa 3       

Asia 33       

Europe 129       

North America 5       

Oceania 1       

South America 2       

Years of Internet 

experience 

 174 11.8 3.2 4 10 14 20 

Frequency of profile 

checking 

Less than once a 

month 

14       

Once a month 12       

A few times a month 28       

A few times a week 33       

Once a day 36       

A few times a day 51       

Previous experiences of 

privacy violations 

No 96       

Yes, one 32       

Yes, more than one 23       

I don’t know 23       

Privacy concerns  174 5.4 0.8 1.9 5 6 6.9 

Privacy literacy Overall score 174 12.3 2.8 4 11 14 18 

Institutional 174 3.2 1.3 0 2 4 5 

Technical 174 3.8 1 0 3 5 5 

Legislative 174 1.8 1.2 0 1 3 5 

Strategic 174 3.5 1.1 1 3 4 5 

Note: St. Dev. stands for standard deviation, Pctl (25) stands for the 25th percentile, and Pctl (75) 

for the 75th percentile.
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Table 2: Correlation matrix 

Variable 1 2 3 4 5 6 7 8 9 10 11 12 13 14 

1. Willingness to sell 1              

2. Privacy concerns -0.15** 1             

3. Privacy literacy -0.08 -0.10 1            

4. Institutional literacy -0.10 -0.03 0.73*** 1           

5. Technical literacy -0.06 -0.04 0.60*** 0.29*** 1          

6. Legislative literacy -0.13* -0.19** 0.65*** 0.32*** 0.23*** 1         

7. Strategic literacy 0.12 0.01 0.38*** 0.00 -0.03 -0.05 1        

8. Internet experience -0.02 0.11 0.07 0.01 0.13* 0.04 -0.01 1       

9. Frequency of 

Facebook use 
0.20*** -0.10 -0.16** -0.16** -0.17** -0.04 -0.01 0.07 1      

10. Previous violations -0.14* 0.20** 0.21*** 0.15* 0.18** 0.10 0.05 0.17** -0.01 1     

11. Age -0.04 0.11 -0.20*** -0.24*** -0.06 -0.09 -0.07 0.52*** 0.17** 0.05 1    

12. Gender -0.03 0.00 0.31*** 0.19** 0.41*** 0.08 0.08 0.17** -0.08 0.14* 0.12 1   

13. Income 0.01 0.17** -0.05 -0.07 0.09 -0.06 -0.05 0.18** -0.03 0.02 0.25*** 0.06 1  

14. Education -0.02 0.12 -0.08 -0.18** 0.11 -0.10 0.04 0.36*** 0.15* 0.09 0.63*** 0.20*** 0.30*** 1 

15. Computer science -0.12 -0.05 0.18** 0.20*** 0.14* 0.13* -0.07 0.13* -0.15** -0.07 0.07 0.21*** 0.10 0.17** 

 

Note: *p < .1; **p < .05; ***p < .01. Institutional literacy refers to knowledge about institutional practices, technical literacy to knowledge about technical aspects of data 

protection, legislative literacy to knowledge about data protection law, and strategic literacy to knowledge about data protection strategies. 
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Participants with high knowledge of data protection legislation and previous 

experiences of privacy violations sold their data in lower shares than participants with low 

knowledge and experience. Yet, the statistical significance of this result is only marginal. 

Interestingly, we found no association between the willingness to sell and the remaining three 

dimensions of privacy literacy. Also age, gender, income, education, and having computer 

science as study field do not seem to be relevant for the willingness to sell social media data. 

 

7. Discussion 

Compared to the Benndorf & Normann (2014) study, which is most similar to our 

approach, participants in our experiment were willing to sell richer, more sensitive data for 

less money. However, the conditions under which the transactions took place in the two 

studies were different. In particular, the facts that the data was being bought by the 

researchers, and not by a private company, and that the data was going to be used for research 

purposes only, might have determined more participants to sell their data. In addition, our 

experiment was designed with utmost care for the confidentiality of participants’ personal 

data, from having the participants download their data on USB sticks, which they took home 

at the end of the study, to practicing complete transparency with regard to the implications 

of data selling. Creating such a safe environment might have contributed to an exceptionally 

high willingness to sell personal data.  

Regarding the personal attributes of those who were willing to sell their data, we 

found that only a small proportion of the highly privacy concerned participants sold their 

data. Our results thus show that the privacy paradox might be less strong when privacy 

behavior is operationalized as willingness to sell social media data. This might be due to the 

fact that selling personal data is a relatively uncommon action, compared to the privacy 

behaviors typically analyzed in studies of the privacy paradox, such as posting personal 

information on social media (Christofides et al., 2012; Taddicken, 2014) or changing the 

privacy settings of one’s social media account (Liu et al., 2011). Most likely, our study 

participants have never before been offered money in exchange for their social media data. 

Faced with such an unconventional situation, some participants might have been more 

deliberate when evaluating the costs and benefits of the transaction, and then adopted a type 

of behavior that closely matched their level of privacy concern. This matching of privacy 

concerns with appropriate behavior would explain the lack of evidence of the privacy paradox 

in our study. However, an unconventional situation is also likely to determine people to 
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simply reject the proposition not because of high privacy concern, but because of the unusual 

nature of the situation itself. Therefore, the before mentioned explanation might not hold for 

everyone opting for a no-sell decision. 

We cannot exclude the possibility that some of the study participants refused to sell 

their data for reasons that are associated with the characteristics of the transaction itself. We 

identified two possible effects that might have been at play, either independently or 

concomitantly. First, according to Shklovski et al. (2014), situations of personal data flow 

(for example, mobile apps collecting and then sharing personal data) “creep out” the 

individual whose data is being transacted. The authors define the concept of creepiness as 

“an emotional response to a sense of wrongness that is difficult to clearly articulate” 

(Shklovski et al., 2014, p. 2347). A similar sense of “creepiness” at the idea of giving away 

their personal information (for money) might have determined some of the study participants 

to hold on to their data. Second, it is possible that some participants refused to sell their data 

for ethical reasons. Offering compensation in exchange for an action means implicitly 

recognizing that the action is undesirable and/or has negative consequences (Ferreira & 

Gallagher, 2010). In other words, the selling proposition might have been regarded by the 

study participants as an attempt to “buy them off”. In this sense, it is possible that some of 

the participants who decided not to sell their data might have sold should no money have 

been offered in exchange. More in-depth investigations into the determinants of the selling 

decision, as well as a replication of our findings in a study on a representative sample of the 

population remain topics for further research. 

 

8. Conclusion 

To our knowledge, this paper is the first to elicit people’s willingness to sell their 

entire Facebook data package under laboratory conditions. A majority of the participants 

(66%) sold their entire Facebook data package in exchange for 10 Swiss Francs. We found 

that only few of those participants holding rather high levels of privacy concern sold their 

data package. On the other hand, a considerable number of participants who are checking 

their Facebook profiles frequently decided to sell. 

 Two main lessons can be derived from our study. First, the privacy paradox seems to 

be less strong when privacy behavior is modelled as one’s willingness to sell their entire 

Facebook data package: only a small fraction of people with high privacy concerns decide to 

sell their data. Second, people are willing to sell personal information for small rewards, also 
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if personal information refers to data as sensitive as the entire content of one’s Facebook 

profile. Nevertheless, the fact that we found evidence of such a high willingness to sell 

personal data might be the result of the particularly safe environment which we created for 

our experiment. The high level of transparency, the privacy-protective technical setup we had 

in place, as well as the university’s reputation of treating study participants’ data with utmost 

care might have contributed to our findings. Transparency and data-protection technologies 

are relatively easy to implement in a real-world data selling setting. However, if an agent, 

such as a local authority, wishes to gather data from people, for example to improve the 

public transport system, the lack of public trust might negatively impact the individuals’ 

willingness to give away their data. 
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Appendix 

 

Privacy concerns 

 

1. It usually bothers me when websites ask me for personal information. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

2. When websites ask me for personal information, I sometimes think twice before 

providing it. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

3. I am concerned that websites are collecting too much personal information about me. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

4. I am concerned that when I give personal information to a website for some reason, the 

website would use the information for other reasons. 

a. Strongly disagree 

b. Disagree 
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c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

5. I am concerned that websites would sell my personal information in their computer 

databases to other companies. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

6. I am concerned that websites would share my personal information with other 

companies without my authorization. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

7. I am concerned that websites do not take enough steps to make sure that my personal 

information in their files is accurate. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

8. I am concerned that websites do not have adequate procedures to correct errors in my 

personal information. 
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a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

9. I am concerned that websites do not devote enough time and effort to verifying the 

accuracy of my personal information in their databases. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

10. I am concerned that website databases that contain my personal information are not 

protected from unauthorized access. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

11. I am concerned that websites do not devote enough time and effort to preventing 

unauthorized access to my personal information. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 
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12. I am concerned that websites to not take enough steps to make sure that unauthorized 

people cannot access my personal information in their computers. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

13. It usually bothers me when I do not have control of personal information that I provide 

to websites. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

14. It usually bothers me when I do not have control or autonomy over decisions about how 

my personal information is collected, used, and shared by websites. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

15. I am concerned when control is lost or unwillingly reduced as a result of a marketing 

transaction with websites. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 
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f. Agree 

g. Strongly agree 

16. I am concerned when a clear and conspicuous disclosure is not included in online 

privacy policies of websites. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

17. It usually bothers me when I am not aware of knowledgeable about how my personal 

information will be used by websites. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 

18. It usually bothers me when websites seeking my information online do not disclose the 

way the data are collected, processed, and used. 

a. Strongly disagree 

b. Disagree 

c. Somewhat disagree 

d. Neither agree nor disagree 

e. Somewhat agree 

f. Agree 

g. Strongly agree 
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Privacy literacy 

 

Knowledge about institutional practices 

 

1. The National Security Agency (NSA) accesses only public user data, which are visible 

for anyone. 

a. True 

b. False 

c. I don’t know 

 

2. Social network site operators (e.g. Facebook) also collect and process information about 

non-users of the social network site. 

a. True 

b. False 

c. I don’t know 

 

3. User data that are collected by social network site operators (e.g. Facebook) are deleted 

after five years. 

a. True 

b. False 

c. I don’t know 

 

4. Companies combine users' data traces collected from different websites to create user 

profiles. 

a. True 

b. False 

c. I don’t know 

 

5. Emails are commonly passed over several computers before they reach the actual 

receiver. 

a. True 

b. False 

c. I don’t know 
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Knowledge about technical aspects of data protection 

 

6. What does the term "browsing history" stand for? 

In the browsing history... 

a. …the URLs of visited websites are stored. 

b. …cookies from visited websites are stored. 

c. …potentially infected websites are stored separately. 

d. …different information about the user are stored, depending on the browser 

type. 

 

7. What does the term "cache" mean? 

a. A buffer memory that accelerates surfing on the Internet. 

b. A program that specifically collects information about an Internet user and 

passes them on to third parties. 

c. A program that copies data on an external hard drive to protect against data 

theft. 

d. A browser plugin that encrypts data transfer when surfing online. 

 

8. What is a "cookie"? 

a. A text file than enables websites to recognize a user when revisiting. 

b. A program to disable data collection from online operators. 

c. A computer virus that can be transferred after connecting to a website. 

d. A browser plugin that ensures safe online surfing. 

 

9. What is a "firewall"? 

a. A fallback system that will protect the computer from unwanted web 

attacks. 

b. An outdated protection program against computer viruses. 

c. A browser plugin that ensures safe online surfing. 

d. A new technical development that prevents data loss in case of a short circuit. 

 

10. What is a "trojan"? 

A trojan is a computer program, that… 
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a. ...is disguised as a useful application, but fulfills another function in the 

background. 

b. ...protects a computer from viruses and other malware. 

c. ... was developed for fun and has no specific function. 

d. ... caused damage as computer virus in the '90s but doesn’t exist anymore. 

 

Knowledge about data protection law 

 

11. According to Swiss law, users of online applications that collect and process personal 

data have the right to access which information about them is stored. 

a. True 

b. False 

c. I don’t know 

 

12. Forwarding anonymous user data for the purpose of market research is legal in 

Switzerland. 

a. True 

b. False 

c. I don’t know 

 

13. In Switzerland the same standard general terms and conditions (GTC) apply for all 

social network sites. Any deviations have to be indicated. 

a. True 

b. False 

c. I don’t know 

 

14. Informational self-determination is... 

a. …a fundamental right of Swiss citizens. 

b. ...a philosophical term. 

c. ...the central claim of data processors. 

d. ...the central task of the Swiss Data Protection and Information Officer. 

 

15. The European Union’s General Data Protection Regulation... 
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a. ...has to be implemented into national data protection acts by every member 

state. 

b. ...does not exist yet. 

c. …applies to Swiss companies under certain conditions. 

d. ...solely serves as a non-committal guideline. 

 

Knowledge about data protection strategies 

 

16. Tracking of one’s own Internet use is made more difficult if one deletes browser 

information (e.g. cookies, cache, browser history) regularly. 

a. True 

b. False 

c. I don’t know 

 

17. Surfing in the private browsing mode can prevent the reconstruction of your surfing 

behavior, because no browser information is stored. 

a. True 

b. False 

c. I don’t know 

 

18. Using false names or pseudonyms can make it difficult to identify someone on the 

Internet. 

a. True 

b. False 

c. I don’t know 

 

19. Even though IT-experts can crack difficult passwords, it is more sensible to use a 

combination of letters, numbers and signs as passwords than words, names or simple 

combinations of numbers. 

a. True 

b. False 

c. I don’t know 
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20. In order to prevent the access to personal data, one should use various passwords and 

user names for different online applications and change them frequently. 

a. True 

b. False 

c. I don’t know 

 

 

Experience with using the internet 

 

1. Number of years of internet experience: 

 

2. How frequently do you check your Facebook account? 

a. less than once a month 

b. once a month 

c. a few times a month 

d. a few times a week 

e. once a day 

f. a few times a day 

 

3. Have you experienced previous privacy violations? 

a. No 

b. Yes, once 

c. Yes, more than once 

d. I don’t know 

 

 

Demographics 

 

1. Age: 

 

2. Gender: 

a. Female 

b. Male 
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c. Other 

 

3. Average monthly income, including both employment and family benefits: 

a. Below CHF 1000 

b. Between CHF 1000 - CHF 2000 

c. Between CHF 2000 - CHF 4000 

d. Between CHF 4000 - CHF 8000 

e. More than CHF 8000 

 

4. Highest level of education completed: 

a. High school 

b. Bachelor’s Degree 

c. Master’s Degree 

d. Doctorate Degree 

e. Other (please specify): 

 

5. Field of study: 

 

6. Nationality: 

 

 

 

 

 

 

 

 

 

 

 


